PCT/IBOO/00847 

TRAITE (COOPERATION EN MATir 3E BREVETS 

> t 



Exp6diteur: le BUREAU INTERNATIONAL 



PCT 

NOTIFICATION SELECTION 

(regie 61 .2 du PCT) 


Destinataire: 

Commissioner 

US Department of Commerce 
United States Patent and Trademark 
Office, PCT 

2011 South Clark Place Room 
CP2/5C24 

Arlington, VA 22202 
ETATS-UNIS D'AMERIQUE 

en sa qualite d'office elu 


Date d'expedroon (jour/mois/annee) 

23 mai2001 (23.05.01) 




Demande Internationale no 
PCT/IBOO/00847 


Reference du dossier du deposant ou du mandataire 
B-14-310-PCT 


Date du depot international (jour/mois/annee) 
23juin2000 (23.06.00) 


Date de priorite Gour/mois/annee) 
04aout 1999 (04.08.99) 


Deposant 

HILL, Michael, John etc 



1 . L'office designe est avise de son election qui a ete faite: 

| X | dans la demande d'examen preliminaire international presentee a I'administration chargee de I'examen preliminaire 
international le: 

27 fevrier 2001 (27.02.01) 



| | dans une declaration visant une election ulterieure deposee aupres du Bureau international le: 



2. Selection [XJ a ete faite 

| | n'a pas ete faite 

avant I'expiration d'un delai de 19 mois d compter de la date de priorite ou, lorsque la regie 32 s'applique, dans le delai vis6 
a la regie 32.2b). 



Bureau international de I'OMPI 


Fonctionnaire autorise 


34, chemin des Colombettes 


Juan Cruz 


121 1 Geneve 20, Suisse 


nodetelecopieur: (41-22) 740.14.35 


no de telephone: (41-22) 338.83.38 



Formulaire PCT/IB/331 (juillet 1992) IB0000847 



• Copie a I'intention de I'office elu (EC • 

TRAITfc E COOPERATION EN MATK 



PCT/I BOO/00847 



DE BREVETS 



PCT 

NOTIFICATION DE L'ENREGISTREMENT 
D'UN CHANGEMENT 

(regie 92bis.1 et 
instruction administrative 422 du PCT) 



Date d'expedition (jour/mois/annee) 

07aout2001 (07.08.01) 



Reference du dossier du deposant ou du mandataire 
P-14-310-PCT 



Expediteur: le BUREAU INTERNATIONAL 



Destinataire: 



LEMAN CONSULTING S.A. 
62 route de Clementy 
1260 Nyon 
CH-1206 Geneve 
SUISSE 



NOTIFICATION IMPORTANTE 



Demande internationale no 

PCT/IB00/00847 



Date du depot international (jour/mois/ann6e) 
23 juin 2000 (23.06.00) 



Nom et adresse 


Nationality (nom de I'Etat) 


Domicile (nom de I'Etat) 


WENGER, Joel 






Griffes Consulting S.A. 
81, route de Florissant 
CH-1206 Geneve 


no de telephone 
41 22 346 33 93 


SUISSE | 


no de t&lecopieur 
41 22 347 30 11 






no de teleimprimeur 



[" | le deposant 



1. Les renseignements suivants etaient enregistres en ce qui concerne: 

le mandataire Q^] le repr6sentant commun 



□ 



I'inventeur 



2. Le Bureau international notifie au deposant que le changement indique ci-apres a ete enregistre en ce q ui concerne: 

| | I'adresse j^j la nationalite j_] le domicile 



X 



la personne 



Nom et adresse 


Nationalite (nom de I'Etat) 


Domicile (nom de I'Etat) 


LEMAN CONSULTING S.A. 






62 route de Clementy 
1260 Nyon 
SUISSE 


no de telephone 
41 22 363 78 78 




no de telecopieur 
41 22 363 78 70 




no de tel§imprimeur 



3. Observations complementaires, le cas 6cheant: 



4. Une copie de cette notification a et6 envoyee: 

|~Xj a i'office r6cepteur \^\ aux offices designes concernes 

j J a I'administration chargee de la recherche internationale jjx] aux offices elus concernes 

| X| a I'administration chargee de I'examen preliminaire international Q j autre destinataire: 





Fonctionnaire autoris§: 


Bureau international de i'OMPI 




34, chemin des Colombettes 


Anman QIU 


1211 Geneve 20, Suisse 




no de t6lecopieur (41-22) 740.14.35 


no de telephone (41-22) 338.83.38 


Formulaire PCT/IB/306 (mars 1994) 


004197767 



DECEIVED 



PATENT COOPERATION TRE^fc 

pct ^ou m 

INTERNATIONAL PRELIMINARY EXAMINATION KElfffl&lQlogy 

(PCT Article 36 and Rule 70) / 



Applicant's or agent's file reference 
P-14-310-PCT 


i?rM> riiDTum ArTinw SeeNotificationofTransmittaloflnternational Preliminary 
FOR * URTHfcR AC I ION Examination Report (Form PCT/IPEA/4 1 6) 


International application No. 

PCT/IB00/00847 


International filing date (day/month/year) 
23 June 2000 (23.06.00) 


Priority date (day/month/year) 

04 August 1999 (04.08.99) 


International Patent Classification (IPC) or national classification and IPC 
H04L 9/32 


Applicant 


NAGRAVISION SA 





1 . This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 



This REPORT consists of a total of 



sheets, including this cover sheet. 



This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings which have been 
amended and are the basis for this report and/or sheets containing rectifications made before this Authority (see Rule 
70. 1 6 and Section 607 of the Administrative Instructions under the PCT). 



These annexes consist of a total of 



sheets. 
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citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 
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Date of completion of this report 
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Name and mailing address of the IPEA/EP 
Facsimile No. 


Authorized officer 
Telephone No. 



Form PCT/IPEA/409 (cover sheet) (July 1998) 



international application No. 

INTERNATIONAL PRELIMINARY EXAMINATION REPORT I PCT/IB00/00847 



I. Basis of the report 



1. With regard to the elements of the international application:* 
| I the international application as originally filed 

[^| the description: 

pages 1-14 , as originally filed 

pages , filed with the demand 

pages , filed with the letter of 



tXJ the claims: 

pages _ , as originally filed 

pages , as amended (together with any statement under Article 19 

pages , filed with the demand 

pages 1-26 , filed .with the letter of 04 September 2001 (04.09.2001) 

^ the drawings: 

pages 1/1 , as originally filed 

pages , filed with the demand 

pages 9 filed with the letter of 

[~] the sequence listing part of the description: 

pages , as originally filed 

P a S es , filed with the demand 

P a S es , filed with the letter of 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the language in which 
the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language which is: 

□ 

the language of a translation furnished for the purposes of international search (under Rule 23.1(b)). 

□ 

the language of publication of the international application (under Rule 48.3(b)). 

the language of the translation furnished for the purposes of international preliminary examination (under Rule 55.2 and/ 
or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international 
preliminary examination was carried out on the basis of the sequence listing: 

□ 

contained in the international application in written form, 
filed together with the international application in computer readable form, 
furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readable form. 

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence listing has 
been furnished. 

The amendments have resulted in the cancellation of: 

□ 

the description, pages 



□ 
□ 



[XI the claims, Nos. 27-28 

□ 

the drawings, sheets/fig 



^ I I This report has been established as if (some of) the amendments had not been made, since they have been considered to go 
1 — 1 beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 

* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to 
in this report as "originally filed" and are not annexed to this report since they do not contain amendments (Rule 70.16 
and 70.17). 

** Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 
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V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



Statement 
Novelty (N) 

Inventive step (IS) 
Industrial applicability (IA) 



Claims 
Claims 

Claims 
Claims 

Claims 
Claims 



1-26 



1-26 



1-26 



YES 
NO 
YES 
NO 

YES 
NO 



Citations and explanations 

The invention concerns a method for verifying the 
integrity and the authenticity of a data set, the data 
being either data received in a pay television decoding 
unit (Claim 1) or data stored in a storage unit (Claim 
17) . 



Prior art : 



EP-A-0 689 316 (D4) describes a wireless data-receiving 
module that receives from the transmitter a signature 
obtained by applying a Hash function to the data 
transmitted and encrypting same. The module applies the 
same Hash function and the same encryption to the received 
and stored data and compares the result with the 
transmitted signature to establish the data integrity. 

Problem : 



As the verification of integrity is assigned to the 
receiving module, said method is not suitable if the 
receiver is not reliable for said function, as, for 
example, in the case of a pay television decoder receiving 
authorizations for decoding programs, since said 
authorizations can be modified in the decoder software by 
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lational application No. 
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the user in order to increase the user's choice of 
programs without authorization. 



Invention: 



The idea of the invention is to assign the operations for 
verifying integrity of data received and stored in the 
receiving/storage unit to an independent security unit 
deemed to be inviolable. 

In the method according to Claim 1, verification 
information relating to the data received is established 
in the receiver (by the decoder or the security unit) , 
encrypted by the security unit and sent to a management 
center by a communication network. The management center 
decrypts the verification information and compares it with 
a reference value, the result of the comparison indicating 
the integrity or lack thereof being encrypted and sent to 
a security unit. The decoder alone cannot therefore 
simulate a correct verification of the data received since 
it does not have access to the verification information 
reference value. 

In the method according to Claim 17, the data stored in a 
storage unit contain an encrypted Hash function reference 
information, and the comparison with the verification 
information calculated for the stored data is carried out 
by the independent security unit that alone has the 
decryption key. The storage unit cannot therefore simulate 
a correct verification of the stored data since it does 
not have access to the unencrypted reference information. 

None of the documents cited in the search report discloses 
or suggests verifying integrity of received/stored data 
with a security unit independent of the receiving/storing 
unit. The subject matter of independent Claims 1 and 17 
therefore involves an inventive step (PCT Article 33) . 
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;ationa] application No. 
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Claims 2 to 16 and 18 to 2 6 are dependent and therefore 
also satisfy, as such, the PCT requirements of novelty and 
inventive step. 
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VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 

Contrary to the requirement of PCT Rule 5.1(a) (ii) , the 

relevant prior art disclosed in document D4 has not been 

indicated in the description, nor has this document been 
cited. 
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(article 18 et regies 43 et 44 du PCT) 



Reference du dossier du deposant ou 
du mandataire 

B-14-310-PCT 


POUR SUITE v0 ' r ' a notification de transmission du rapport de recherche internationale 
(formulaire PCT/iS A/220) et, le cas echeant, le point 5 ci-apres 

ADONNER 


Demande internationale n° 

PCT/ IB 00/00847 


Date du depot internationaltfour/mp/s/annee; 

23/06/2000 


(Date de priorite (la plus ancienne) 
(jour/mois/annee) \ 

04/08/1999 


Deposant 

NAGRAVISION SA 



Le present rapport de recherche internationale, etabli par r administration chargee de la recherche internationale, est transmis au 
deposant conformement a I'articfe 1 8. Line copie en est transmise au Bureau international. 

Ce rapport de recherche internationale comprend 3 feuilles. 

[X] II est aussi accompagne d'une copie de chaque document relatif a I'etat de la technique qui y est cite. 



Base du rapport 

a. En ce qui concerne la langue, la recherche internationale a ete effectuee sur la base de la demande internationale dans la 
langue dans laquelle elle a ete deposee, sauf indication contraire donnee sous le meme point. 

j la recherche internationale a ete effectuee sur ta base d'une traduction de la demande internationale remise a I'administration. 

b. En ce qui concerne les sequences de nucleotides ou d'acides amines divulguees dans la demande internationale (le cas echeant) 
la recherche internationale a ete effectuee sur la base du listage des sequences : 
| | contenu dans la demande internationale, sous forme ecrite. 

deposee avec la demande internationale, sous forme dechiffrable par ordinateur. 

remis ulterieurement a I'administration, sous forme ecrite. 

remis ulterieurement a I'administration, sous forme dechiffrable par ordinateur. 



2. 
3. 



□ 
□ 
□ 
□ 

□ 

□ 
□ 



La declaration, selon laquelle le listage des sequences presente par ecrit et fourni ulterieurement ne vas pas au-dela de la 
divulgation faite dans la demande telle que deposee, a ete fournie. 

La declaration, selon laquelle les informations enregistrees sous forme dechiffrable par ordinateur sont identiques a celles 
du listage des sequences presente par ecrit, a ete fournie. 

II a ete estlme que certaines revendicatlons ne pouvalent pas faire I'objet d'une recherche (voir le cadre I). 
II y a absence d'unlte de I'lnventlon (voir le cadre II). 



4. En ce qui concerne le tltre, 

[X] le texte est approuve tel qu'il a ete remis par le deposant. 

| | Le texte a ete etabli par I'administration et a la teneur suivante: 



5. En ce qui concerne l'abrege\ 

|Y| le texte est approuve tel qu'il a ete remis par le deposant 

□ le texte (reproduit dans le cadre III) a ete etabli par I'administration conformement a la regie 38.2b). Le deposant peut 
presenter des observations a I'administration dans un delai d'un mois a compter de la date d'expedition du present rapport 
de recherche internationale. 

6. La figure des dessins a publier avec I'abrege est la Figure n° 1 



fX] suggeree par le deposant. ! j Aucune des figures 

□ L ™~~ . , . n'est a publier. 

parce que le deposant n a pas suggere de figure. 

parce que cette figure caracterise mieux I' invention. 
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A. CLASS EMENT DE L OBJET DE LA 

CIB 7 H04L9/32 



Demande Internationale No 

It/IB 00/00847 



7^167 



Selon la ctassification intemationale des brevets (CIB) ou a la fois selon la classification nationale et la CIB 



B. DOMAINES SUR LESQUELS LA RECHERCHE A PORTE 



Documentation minim ale consultee (systeme de classification suivi des symboles de classement) 

CIB 7 H04L H04N 



Documentation consultee autre que la documentation mini male dans la mesure ou ces documents re! event des domaines sur lesquels a porte la recherche 



Base de donnees electronique consultee au cours de ia recherche intemationale (nom de la base de donnees, et si realisable, termes de recherche utilises) 

EPO-Internal, WPI Data, INSPEC 



C. DOCUMENTS CONSIDERES COMME PERTINENTS 



Categorie 0 Identification des documents cites, avec, le cas echeant, I 'indication des passages pertinents 



no. des revendications visees 



EP 0 752 786 A (THOMSON CONSUMER 
ELECTRONICS) 8 janvier 1997 (1997-01-08) 



- ligne 30 

- 1 igne 58 
-page 7, ligne 2 

- 1 i gne 59 
ligne 13 

- derniere 1 ign* 
1-3 



1,2,19 



abrege 






page 


2, 


1 i gne 


22 


page 


3, 


1 i gne 


41 


page 


6, 


1 igne 


43 


page 


7, 


1 i gne 


45 


page 


9, 


1 i gne 


7 - 


page 


11 


, ligne 19 



revendications 
figure 9 



EP 0 723 371 A (THOMSON MULTIMEDIA SA) 

24 juillet 1996 (1996-07-24) 

colonne 4, ligne 55 -colonne 5, ligne 28 

-/-- 



1,2,19 



j )( j Voir la suite du cadre C pour la fin de la liste des documents 



Les documents de families de brevets sont indiques en annexe 



0 Categories speciales de documents cites: 

"A" document definissant I'etat general de la technique, non 
considere comme particulierement pertinent 

"E" document anterieur, mais publie a la date de depot international 
ou apres cette date 

"L" document pouvant jeter un doute sur une revendication de 
priorite ou cite pour determiner la date de publication d'une 
autre citation ou pour une raison speciale (telle qu'indiquee) 

"O" document se referant a une divulgation orale, a un usage, a 
une exposition ou tous autres mo yens 

"P" document publie avant la date de depot international, mais 
posterieurement a la date de priorite revendiquee 



"T" document ulterieur publie apres la date de depot international ou la 
date de priorite et n'appartenenant pas a I'etat de la 
technique pertinent, mais cite pour comprendre le principe 
ou la theorie constituant la base de I 'invention 

"X" document particulierement pertinent; I'inven tion revendiquee ne peut 
etre consideree comme nouvelle ou comme impliquant une activite 
inventive par rapport au document considere isolement 

"Y" document particulierement pertinent; I'inven tion revendiquee 

ne peut etre consideree comme impliquant une activite inventive 
lorsque le document est associe a un ou plusieurs autres 
documents de meme nature, cette combinaison etant evidente 
pour une personne du metier 

document qui fait partie de la meme famille de brevets 



Date a laquelle la recherche intemationale a ete effectivement achevee 



19 octobre 2000 



Date d'expedition du present rapport de recherche intemationale 



25/10/2000 



Nom et adresse postale de I'administration chargee de la recherche intemationale 
Office Europeen des Brevets, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 
Tel. (+31-70) 340-2040. Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 



Fonctionnaire autorise 



Holper, G 
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Categorie 0 Identification des documents cites, avec.le cas echeant, I'indlcationdes passages pertinents 



no. des revendications visees 



WO 99 07150 A (SCIENTIFIC ATLANTA) 
11 fevrier 1999 (1999-02-11) 
page 56, ligne 1 - ligne 4 
page 73, ligne 9 - ligne 23 
page 74, ligne 20 - ligne 27 

EP 0 689 316 A (AT & T CORP) 
27 decembre 1995 (1995-12-27) 
abrege 

colonne 1, ligne 
colonne 4, ligne 
colonne 7, 1 igne 

revendi cation 1 

figures 1,3 



1,2,19 



55 -colonne 2, ligne 28 
45 -colonne 5, ligne 46 
8 -colonne 8, 1 igne 3 
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